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Introduction

What is XOR encryption?

a Converting Plaintext to Ciphertext with XOR Encryption

e The plaintext we will start with is the term "FAQ".
» ASCII representation of the plaintext: FAQ
» Binary representation of the plaintext: 01110000 01100101 1000000
e We will XOR the first character of this plaintext into ciphertext
using a "V" as the key:
» ASCII representation of the key: V
» Binary representation of the key: 10000110

Plamtext 'F' Key 'V' Ciphertext
0 1 1
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What is XOR encryption?

Q Converting Ciphertext to Plaintext with XOR Encryption

e XOR encryption is a symmetric algorithm. This means that we can
use the encryption key as the decryption key.

e Let's decrypt our ciphertext to recreate our original plaintext.

e Many encryption algorithms utilize the XOR operator as part of
their operations.

Ciphertext Key 'V' Plamtext
1 1 0
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Study with steady state simulation

Problem definition of steady state simulation

Let a'(z) be forward propagating E-field and a®(z) be backward propagating E-field
And also let forward input be input’ and backward input be input®

f L J R > \
a'(0)= inputf|:> SOA <::| a’(L) = input®

a'(z)
\_ ) a®(z) )
Field propagation equation can be written as differential equation form like below
da'(z) _ f oAb
dz f@has2) 41 (0)=input’
d b
adz(z)=g(af,ab,z) a’(L) = input’

=» Boundary value problem of simultaneous ODE (ordinary differential equation).
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Shooting method for solving
boundary value problems of ODE

In order to solve this problem, Shooting (da'(z) ., ¢ .
) =f(a',a’,2)
method can be used, namely it can be solved dz

) ) . ’ d b
by iteration of ‘guess and check’. adz(Z) =g(a',a",z) a’(L)=input’

a' (0)=input’

First of all, we assume ab(z) =input®
Then, the problem becomes initial value problem of ODE like Eq(1).
Initial value problem can be solved by well-known Euler or Runge-Kutta method.

[ daC;Z(z): f(a",a’,z) a'(0)=input’ (1)}

With obtained af(z) form Eqg. (1), solve initial value problem of Eqg. (2)
b

[ dadz(z) =g(a',a",z)  a’(L)=input’ (2)}

With obtained a(z) form Eg. (2), solve initial value problem of Eq. (1) again.
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Picard iteration method for solving boundary
value problems of ODE

As another choice, Picard iteration method

can be used.

da'(2)
dz

da’(z)
dz

=f(a',a",z2)

=g(a',a",z)

a' (0)=input’

a’(L) = input®

First of all, we assume a'(z) =input’ and a°(z) =input®
We can calculate below equation,

(o (z)=a' (0)+joz fa',a" 2)

ab(z)zab(0)+joz fa' az)
\_

(1)

~

J

And calculate Eg. (1) again, with refreshed a'(z) and a°(z) obtained

from Eq. (2).
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Parameters & differential equations
for real simulations

aﬁzlg(N) (1_ ja)a|_ Z (1 .Jﬂm)gm ai*ajak 7/scal
oz 2 m=copshb,ch 1+ JAW;T 2
dN _ 1 N 9 (N) |E |2 a;(z) |complex amplitudes of the signal fields
dt qd : ho, z propagation axis
N carrier density
1 g(N) |[modal gain
Where 7 = o linewidth enhancement factor |10
AR N Yo scattering loss per unit length |34 cm™!
‘1,7, k, ' |index of difterent wavelengths
Aw,  |tfrequency difference (@, — @)
Ref :IEEE, JSTQEL, Vol. o : o
- mverse saturation powers shb-0 91 WL ch'1 62 W
5, No. 3, pp. 839-850, 1999 m from the nonlinearity g
g, |coptbutionsof lnewidth gy 51w, ch2 812 W
T, relaxation times 'shb:0.036 ps, shb:0.52 ps
index 7 tggclgra ﬁgilelatﬂgﬁfﬂgzgﬁa&i )%gl}rier heating (ch)
J current density
q electron charge
d active layer density
A, B, C |recombination coefticient é %:% 81;‘ in{:‘? :3'21'5 210 em?s,
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Error (dB)

Calculation efficiency
of the simulation method

e According to our previous work (Jung, Optics express 2006), for
the same accuracy, Picard iteration method is the fastest method in
the case of calculating bidirectional signals.

{ OPERATING CONDITION
With Pentium IV . 1000,.0.;
2GHz Processor 1 = Driving current = 500mA
01 100 §
1 2 SOA length=500um
L
0.01 E
' {10 & Input power = 10/8dBm
k> (forward/backward)
" Dash: shooting with Euler ] 2 Wavelength = 1549.2/1550.8 nm
Dash dot: shooting with Runge-Kutta 3 O (forward/backward)
Solid line: Picard l
HEA ““'1'0 1o 1000 o1
Number of SOA Sections Wavelength resolution=0.04 nm
Convergence error and required computation time Forward Backward
plotted as a function of number of SOA segments input E>m<;:| Input
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Simulation study of cross gain modulation
characteristics in a SOA

' Assume, 12 .
' Pump power of _ Probe input = -10dBm | |
‘0-level’ is 0dBm Z 10— e —®— Probe input = -20dBm | 4
! . = i =
. and “1-level’ is 10dBm =t —=— Probe input = -30dBm
' Probe power of S g e ; ; -
' ‘O-level’ is -20dBm S T (Pump level, Probe level)
and 5 06— e : ! : -
""""""""""""""""""" ;. / : FreTERaeeRs e sty
Probe out ‘1-level’ <-q-2---F-----r-----r-----42-l - - Pump
4b— e ol S— i Probe *(—
0 P o—— A H
£ - Probe Qut :
DO- 2 N S, R .llllll"-t.llllllllllll“l..l.‘lIlllllIIlt.llllhl:
-
L D O—g -0 (0 []) !
.
Probe out ‘O-level’ <-f----- iy = I—'.'——Ii;_i'_'._";t?.*iz'f_km“ 0)
i 1 ) ] i |
-5 0 5 10
Pump input power (dBm)
pump probe probe out = probe pump
0 0 0
0 1 1
1 0 0
1 1 0
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i operation Principles of Single XOR Gate

Utilizing Cross Gain Modulation in SOASs

Probe A

Probe g

Pump
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Study with dynamic simulation

Dynamic simulation method

a Transfer Matrix Method

e We can divide SOAs with small sections and calculate E-field(a) at
each section Ref: IEEE, JLT, Vol. 20, No. 8, pp. 1350-1356, 2002

a(0,0)>

After single . ..
time-step L a(i, k)=a(time index, length

a(1,0)->

a(z,t+At)—a(z,t)

oa(z,t) N oa(z,t)

= fla(z,t),Variables
0z V_Ot [ (z,1) ] “—>
J For a same section

= fla(z,t),Variables
Vo [a(z,1) ]

[? with index notation
a(i+1,k) =a(i, k) + f[a(i,| k),VarlabIes]xvgi:tc? K ST
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Dynamic simulation method

a On the contrary to steady state analysis that is finding final
state as fast as possible, many calculation times were required
because fields at all of time steps have to be calculated
sequentially in the dynamic simulation.

"(1- ja)a, (i, k) -
. 7/scal I;
_ Z d-1Bn)én a:(i,k)aj(i,k)ak(i,k) _Txngt

| m=cpp,shb,ch 1+ jAWiij

a(i+1k)=a (i,k)+%g(N)

d qd = A+BN +CN?

S
S ha)o
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Schematics for encryption and decryption

a Schematics and applied signal for calculations
e In the calculation, OSNR for all of Pi and Ki was assumed as 10dB
e All of the SOAs were assumed that have length of 300m and

300mA bias current

Pi DL —
—> _\ C_; Signals for Calculations Al‘o\g%%%e Exlggﬁ'gon
1
Opiical X OR Gate : Pi “13dBm 10dB
Ki / | SOA1 .
—> «— Ki 7dBm 10dB
SN — T SOAD Pi 7dBm 10dB
"""" RO Ki -13dBm 100B
_____ CK‘ Encrypted Ci 3dBm 7dB
1 )
—_—> = 5 SOA3 Ci -13dBm 7dB
Pi | -
Optical XOR Gate . Ki 7dBm 10dB
Ki | SOA4 Ci 5dBm 7dB
—> < Ki -13dBm 10dB
i |
| Decrypted Pi 2dBm 5.50B
777 Decryption Part s
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Calculated signal patterns and eye-diagrams
of encrypted and decrypted signals

O Regular 10Gbps RZ pattern having “1100° was applied for Pi and Ki

Pj 1 Planetext
Ki 1 Key Text
Pi ® Ki Encrypted

Ciphertext

| Decrypted

20 600 1000 1400 1800 Text
_ _ Tine (ps) _ _ /
Q In order to consider bit pattern effects, we also obtained eye-diagrams

with 127bit PRBS patterns for plaintext and ciphertext.
e Calculated Q-factor of decrypted signal was about 5.4 after all of processes.

Pi @ Ki @ Ki = Pi

Decrypted signals K]
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Experiment

Experimental setup

Q Procedures to make signals

e Mode-locked fiber ring laser was used to generate short pulses with
400ps repetition rate

e After that, RZ pattern of “1100° was made with a sum of patterns of
1000’ and ‘0100’

1 200pS,;

et % b .
QoL | LD L et
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Experimental setup

Q Experimental setup

e With appropriate delay, all of synchronized signal was applied for
the system.

e EDFAs /attenuators were used for optimize the power levels of

propagating signals for the efficient XGM processes even these
were hidden in the setup. . .

Input controller

signal 7 i
Fiber Rin;_;-:' 1 Ki

Laser pulse  Delay Line

Ki N
SOA-1 ! SOA-3

| cii | pi |
; Optical XOR 69—:—)5 Optical XOR G@—;)
L Ki o K :

|
£
I
£
T

5 -— —>|| SOA4 || ¢ _
] Pl i e O]
Encryption Part (" Decryption Part ]
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Experimental results

a Experimental results show two cascaded NOR-gates (serially
connected encryption and decryption parts) actually keep

signal shape
Pj Planetext
Ki Key Text
Pi ® Ki Encrypted

Ciphertext

Pi ® Ki @ Ki = Pi Decrypted

Text

200ps/div
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Conclusion

Conclusion

a We have investigated encryption/decryption system based on
cross gain modulation in SOAs with the numerical
simulation.

e In order to reduce required calculation time, the integral equation
approach was adopted for the steady state analysis and the transfer
matrix method was employed for the dynamic simulations.

e Simulation /experimental results show that serially connected two
XOR-gates can act as encryption and decryption system for the
10Gbps RZ patterns without any additional regenerator.
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Thank you for your attention....




