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What is XOR encryption?What is XOR encryption?

Converting Plaintext to Ciphertext with XOR Encryption
The plaintext we will start with is the term "FAQ".

ASCII representation of the plaintext: FAQ 
Binary representation of the plaintext: 01110000 01100101 1000000 

We will XOR the first character of this plaintext into ciphertext
using a "V" as the key:

ASCII representation of the key: V 
Binary representation of the key: 10000110 

Introduction
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What is XOR encryption?What is XOR encryption?

Converting Ciphertext to Plaintext with XOR Encryption
XOR encryption is a symmetric algorithm. This means that we can 
use the encryption key as the decryption key.
Let's decrypt our ciphertext to recreate our original plaintext.
Many encryption algorithms utilize the XOR operator as part of 
their operations.

Introduction
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Problem definition of steady state simulation Problem definition of steady state simulation 
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Boundary value problem of simultaneous ODE (ordinary differential equation).

Field propagation equation can be written as differential equation form like below

Let  af(z) be forward propagating E-field and ab(z) be backward propagating E-field
And also let forward input be inputf and backward input be inputb
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Study with steady state simulation
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Study with steady state simulationShooting method for solving Shooting method for solving 
boundary value problems of ODEboundary value problems of ODE

In order to solve this problem, Shooting
method can be used, namely it can be solved 
by iteration of ‘guess and check’.
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First of all, we assume ab(z) =inputb

Then, the problem becomes initial value problem of ODE like Eq(1).
Initial value problem can be solved by well-known Euler or Runge-Kutta method.
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With obtained af(z) form Eq. (1), solve initial value problem of Eq. (2)
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With obtained ab(z) form Eq. (2), solve initial value problem of Eq. (1) again.

(2)

(1)

),,()( zaaf
dz

zda bf
f

=

),,()( zaag
dz

zda bf
b

=

ff inputa =)0(

bb inputLa =)(



SNU / School of EECS
7/19

Study with steady state simulationPicard iteration method for solving boundary Picard iteration method for solving boundary 
value problems of ODE value problems of ODE 
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First of all, we assume af(z) =inputf and ab(z) =inputb

We can calculate below equation, 

As another choice, Picard iteration method 
can be used.

And calculate Eq. (1) again, with refreshed af(z) and ab(z) obtained
from Eq. (1).
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Study with steady state simulationParameters & differential equations Parameters & differential equations 
for real simulationsfor real simulations
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Study with steady state simulationCalculation efficiency Calculation efficiency 
of the simulation methodof the simulation method

OPERATING CONDITION

Driving current = 500mA

SOA length=500μm

Input power = 10/8dBm 
(forward/backward)

Wavelength = 1549.2/1550.8 nm
(forward/backward)

Wavelength resolution= 0.04 nm

Dash: shooting with Euler
Dash dot: shooting with Runge-Kutta
Solid line: Picard

Convergence error and required computation time 
plotted as a function of number of SOA segments

According to our previous work (Jung, Optics express 2006), for 
the same accuracy, Picard iteration method is the fastest method in 
the case of  calculating bidirectional signals.

With Pentium IV 
2GHz Processor

Forward
input

Backward 
input
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Study with steady state simulationSimulation study of cross gain modulation Simulation study of cross gain modulation 
characteristics in a SOAcharacteristics in a SOA

pumpprobepump probe

Assume, 
Pump power of 

‘0-level’ is     0dBm 
and ‘1-level’ is  10dBm

Probe power of 
‘0-level’ is -20dBm 

and ‘1-level’ is -10dBm

Probe out ‘1-level’

probe out = 

Probe out ‘0-level’
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Study with steady state simulationOperation Principles of Single XOR Gate Operation Principles of Single XOR Gate 
Utilizing Cross Gain Modulation in SOAsUtilizing Cross Gain Modulation in SOAs
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Dynamic simulation methodDynamic simulation method

Transfer Matrix Method
We can divide SOAs with small sections and calculate E-field(a) at 
each section

SOA
a(0,0) a(0, 1) ….                             a(0,  k) a(0, k+1) ….

a(i, k)=a(time index, length
index)
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For a same section

Ref : IEEE, JLT, Vol. 20, No. 8, pp. 1350-1356, 2002

Study with dynamic simulation
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Dynamic simulation methodDynamic simulation method

On the contrary to steady state analysis that is finding final 
state as fast as possible, many calculation times were required 
because fields at all of time steps have to be calculated 
sequentially in the dynamic simulation.
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Schematics for encryption and decryptionSchematics for encryption and decryption

Signals for Calculations Average
power

Extinction
Ratio

SOA1
Pi -13dBm 10dB
Ki 7dBm 10dB

SOA2
Pi 7dBm 10dB
Ki -13dBm 10dB

Encrypted Ci 3dBm 7dB

SOA3 
Ci -13dBm 7dB
Ki 7dBm 10dB

SOA4 
Ci 5dBm 7dB
Ki -13dBm 10dB

Decrypted Pi 2dBm 5.5dB

Schematics and applied signal for calculations
In the calculation, OSNR for all of Pi and Ki was assumed as 10dB
All of the SOAs were assumed that have length of 300μm and 
300mA bias current

Study with dynamic simulation
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Study with dynamic simulationCalculated signal patterns and eyeCalculated signal patterns and eye--diagrams diagrams 
of encrypted and decrypted signalsof encrypted and decrypted signals

Regular 10Gbps RZ pattern having ‘1100’ was applied for Pi and Ki

In order to consider bit pattern effects, we also obtained eye-diagrams 
with 127bit PRBS patterns for plaintext and ciphertext. 

Calculated Q-factor of decrypted signal was about 5.4 after all of processes.

Encrypted signals Decrypted signals

200 600 1000 1400 1800
Time (ps)

KiPi ⊕

PiKiKiPi =⊕⊕

Pi

Ki

Planetext

Encrypted 
Ciphertext

Key Text

Decrypted 
Text
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Experimental setupExperimental setup

Procedures to make signals
Mode-locked fiber ring laser was used to generate short pulses with 
400ps repetition rate
After that, RZ pattern of ‘1100’ was made with a sum of patterns of 
‘1000’ and ‘0100’

400ps

Plaintext
or CiphertextVariable 

Delay Line

Mode Locked 
Laser

Experiment
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Experimental setupExperimental setup

Experimental setup
With appropriate delay, all of synchronized signal was applied for 
the system.
EDFAs /attenuators were used for optimize the power levels of 
propagating signals for the efficient XGM processes even these 
were hidden in the setup.

SOA-1

SOA-2
Pi

Ci

Pi

Ki

Ki
SOA-3

SOA-4
Ci

Pi

Ci

Ki

Ki

Decryption PartEncryption Part

Optical XOR Gate Optical XOR Gate

Experiment
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Experimental resultsExperimental results

Experimental results show two cascaded NOR-gates (serially 
connected encryption and decryption parts) actually keep 
signal shape

KiPi ⊕

PiKiKiPi =⊕⊕

Pi

Ki

Planetext

Encrypted 
Ciphertext

Key Text

Decrypted 
Text

200ps/div

Experiment
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ConclusionConclusion

We have investigated encryption/decryption system based on 
cross gain modulation in SOAs with the numerical 
simulation.

In order to reduce required calculation time, the integral equation 
approach was adopted for the steady state analysis and the transfer 
matrix method was employed for the dynamic simulations.
Simulation /experimental results show that serially connected two 
XOR-gates can act as encryption and decryption system for the 
10Gbps RZ patterns without any additional regenerator.

Conclusion
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Thank you for your attention….


